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Impacts of Cyber Insecurity in the U.S
The Council of Economic Advisers defines cyber insecurity as activities carried out without authorization as per the United State law that seeks to impair confidentiality, integrity, tamper with communication and information systems. Recently cyber-crime has become the new norm in our society and is significantly affecting United States financial industries. Almost every day, major companies and firms that are thought to have top securities protocols on their systems experience these attacks. The rampant increase in cybercrime cases in the United States of America can be directly attributed to easy access to tools used to access financial systems, adoption of new technology by criminals. Cybercrimes in the U.S have to lead to cyber theft of intellectual information, identity theft, and increased spending on cybersecurity by business organizations. 
Cyber theft of intellectual properties and confidential business information. Theft of intellectual property means burglary of copyrighted materials, theft of business trade secrets, and violation of trademarks. Copyright is referred to as the legal rights enjoyed by the content creator, publisher or composer to exclusively print, publish, distribute, or publicly perform the work (National Crime Prevention Council, 2020). Anyone not permitted to do all these activities is termed as being involved in piracy activities, which is intellectual property theft. According to a report by the National Crime Prevention Council (2020), counterfeits and piracy contribute to the U.S. economic loss of more than $250 billion in revenue and 750,000 jobs in a single year. All this money is lost from the reach of the government, businesses, and individuals and goes to less deserving people. Above all, more than 750,000 people lose their jobs as a result of these malicious cyber activities that affect their companies and individual efforts. For example, in 2005, the United States Food and Drug Administration gives an estimate of around 15% of pharmaceuticals that come to America every year are fake. The agency further says that the number has risen by ninety percent since 2005. These counterfeit drugs pause a threat to universal human life in the United States as they are of low quality and substandard to the actual original medicines. 
Identity theft. A substantive number of researches has portrayed identity theft as one of the significant concerns of internet users not only in the U.S but also in the world. This is not news judging by the number of cases that hit the headlines daily. According to a report conducted by the Bureau of Justice Statistics (2012, 17), found that 16.6 million people encountered some form of identity theft in 2012 that led to the loss of around $25 billion. During this period the Department of Justice concluded that identity theft was the most expensive form of property crime in the United States accounting for around $10 billion more than losses accrued by other property crimes in the U.S. for example, in 2001, Abraham Abdalla was involved in identity theft scenario where he tricked various credit score businesses into providing him with the information where he used their identities to steal from a group of America’s reaches people that included Steven Spielberg. In September 2017, a credit reporting agency Equifax was breached by hackers who made away with personal data of over 143 million United States consumers. Equifax breached lead to company loss of over $90 million in the first four months after discovery, with its net income falling by 27% in their third-quarter (McAfee, 2018). None of the Equifax culprits have been prosecuted in the court of law even though the law enforcement agencies have been aggressive in pursuit of the criminals because these criminals operate outside their reach.
Cybertheft has to lead to increased spending on cybersecurity. The cost of cyber-attacks reaches more than just loss of financial assets or intellectual properties as it impacts the opportunity costs of the business, damages a business brand and reputation, and also on the increased spending on cybersecurity.  Banks have proven to be the easy target for skilled and experienced cybercriminals.  According to McAfee (2018), cybercrimes imposes a high cost of various financial institutions in the United States as they struggle to stop fraud. The same report further insists that financial institutions spend three times on cybersecurity as non-financial institutions do. These hackers target financial institutions with well-defended network systems and then exploiting weak points in these systems to pull off various heists. Customers that belong to organizations that have experienced cybercrimes such as identity theft find it hard to trust that institution to safeguard their confidential information. The loss of trust and belief in the organization’s ability to protect sensitive information of their customers will negatively affect the company’s reputation and brand, leading to the loss of customers and subsequent reduction of company revenue. 
In conclusion, cybercrimes have negatively impacted the government, business enterprises, and individuals. Various organizations have had their security systems breached by unethical hackers where they have made away with massive finances and confidential and personal information. The stolen own identities are used by criminals to commit crimes and steal funds and information from other companies and individuals who lack knowledge of what is happening and only realize their losses when it is already too late. In the United States, the country has experienced massive losses as a result of the sale of counterfeit products that culprits get from stealing the intellectual rights of specific companies and individuals. The government, various enterprise organizations and individuals, must find a way to deal with cybercriminals and protect themselves from such exploitations in the future. They should be keen and attentive while using the internet as it’s through the internet interactions that people get exploited. 
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